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1. INTRODUCTION 

The evolution of Artificial Intelligence (AI) has emerged as a potent force reshaping the landscape of 

human interaction, industry, and society at large. As AI technologies continue to proliferate and integrate 

into various aspects of our lives, their potential for both beneficial and evil purposes become increasingly 

apparent. The phrase ‘Artificial Intelligence’ (AI) is used to refer to a broad variety of efforts to 

computationally replicate significant human skills including language usage, vision, and autonomous 

action (Caldwell et al., 2020). AI are “systems that act like humans,” where computers use datasets to 

solve problems, though their processes differ from the human brain (McCarthy, 2004). AI can be 

categorized into four approaches through four categories of mental processes and human behaviour: 

thinking humanely, thinking rationally, acting humanely, and acting rationally (Claussén, 2017). 

Seymour and Tully demonstrated Machine Learning (ML) is a dominant paradigm in AI that finds 

patterns in data using techniques like deep learning and natural language processing (Caldwell et al., 

2020).  

AI-driven security solutions may help to prevent more complex cyberattacks, increase productivity, 

and lower human error rates. However, bad actors can also use AI to weaponize their systems and launch 

ever more complex assaults (Taddeo et al., 2019). AI depends on the purpose of its use and not only 

limited to positivity but also adverse negative effects and new vulnerabilities (Spyropoulos, 2024). 

Humans can use AI systems in criminal activity and crime like theft, forgery, fraud, phishing attacks, 

invasion of privacy and exposure etc (Sibai, 2020b). Taddeo et al. (2019) demonstrate the dark side of 

AI thruway of AI-driven cyberattacks, ethical and privacy concerns, cyber arms race etc. The absence 

of specific laws governing AI makes criminal law the primary deterrent against its misuse and potentially 

grave consequences (Claussén, 2017). Examine the trends in the advancement and utilization of AI, as 

discussed by Bikeev et al. (2019), to assess the criminological risks associated with the deployment of 

AI. The risks pertain to potential danger, criminal conduct indicates that through an AI system, 

intentional criminal conduct causes harm or changes its functionality; criminals developed AI to carry 

out crimes. 

AI is projected to add trillions to the global economy in 2020. This is marking a more than 50% 

increase from 2018 (Cremer et al., 2022). AI is expected to have a net worth of US$34.8 billion by 2025, 

up from US$1 billion in 2016 (Taddeo et al., 2019) and by 2030, the widespread implementation of AI 

is expected to contribute to a 14% increase in global GDP, equivalent to $15.7 trillion (Bikeev et al. 

2019). A significant research gap in AI-related crime hinders the development of effective solutions, 

putting public safety at risk from the illicit deployment of this technology (Spyropoulos, 2024). Concerns 

about AI being used for illegal activities is imminent are shared by the international community. The 

lack of sufficient defences against malicious AI amplifies existing dangers, creates entirely new threats, 

and transforms the nature of attacks across the cyber, physical, and political domains (Brundage et al., 

2018). This creates a critical vulnerability gap; although data from law enforcement agencies like the 

FBI and Interpol suggests major criminal organizations are not yet developing their own sophisticated 

AI capabilities (Bikeev et al., 2019), attacks leveraging existing AI technology are already a reality, with 

UN Secretary-General António Guterres confirming that such hacks target humanitarian missions. The 

consequences extend beyond digital or physical damage to include “deep psychological damage,” 

highlighting the profound and varied nature of the AI threat landscape (Bazarkina and Pashentsev, 2020; 

Milmo and Farah, 2023). 

South Asia is confronting a severe and rapidly escalating cybercrime crisis. Recent data reveals a 

troubling trend across the region, with India experiencing a surge in reported cases from approximately 

208,000 in 2018 to over 1.4 million in 2021, while Pakistan witnessed an 83% increase in financial fraud 

between 2018 and 2021 (Imber, 2023). Bangladesh saw a 20% rise in cyberbullying in 2022 and faces 

significant cyber risks to over half of its banking sector (Abbas, 2022). More than half, specifically 52%, 

of the country’s banks are exposed to significant cyber risks (The Business Standard, 2022). According 
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to a 2021 report from Bangladesh’s e-Government Computer Incident Response Team (BGD e-Gov 

CIRT), spam was the top cyber threat (Nafis, 2013).  Common attack vectors such as phishing, malware, 

and social media-based fraud are already widespread, affecting millions of individuals and thousands of 

organizations. The increasing sophistication of AI tools threatens to amplify the existing crisis by 

lowering the barrier for entry for malicious actors and enabling them to create more convincing phishing 

scams, generate disinformation at scale, and automate complex attacks. While attackers use common 

tactics like phishing, smishing, and fake websites to steal data (Paul, 2022), emerging technologies like 

generative AI are significantly increasing the sophistication of these threats and creating new 

opportunities for criminals (Spyropoulos, 2024). Therefore, the central problem is the largely 

unexamined potential for generative AI to significantly accelerate the frequency, sophistication, and 

impact of cybercrime across South Asia, posing an unprecedented threat to the region’s economic 

stability, national security, and the safety of its citizens. 

The aim of this study is to explore the nature of unlawful activities using AI. To fulfil this principal 

objective, the broad typologies of unlawful activities using AI are also identified. Assessing the impact 

of unlawful AI utilization, alongside the identification of vulnerabilities in AI systems and the 

development of robust prevention and control measures. 

 

2. RESEARCH METHODOLOGY  

The study employs a qualitative research design to gather relevant information necessary to fulfil the 

objectives. This approach emphasizes depth which allows for a comprehensive understanding of the 

complexities surrounding the research problem. Specifically, the study adopts content analysis as the 

central method of inquiry focusing on systematically examining and interpreting existing literature, 

reports, and news articles. Data from peer-reviewed journals, government websites, national and 

international reports has been selected as content for the analysis purpose. The time range of the data 

varies from 2017 to 2024. These sources provide both theoretical insights and practical evidence, 

ensuring that the study incorporates a balanced perspective. 

This study ensures the inclusion of high-quality, relevant materials with maintaining diversity across 

academic, professional, and public discourse. To strengthen the rigor of the analysis, open coding 

framework is developed to categorize the collected data into themes, concepts, and patterns (Bazarkina 

& Pashentsev, 2020; Caldwell et al., 2020). Through this structured process, recurring issues, emerging 

trends, and critical debates are identified and analysed, providing meaningful insights that contribute to 

the overall objectives of the study. 

 

3. RESEARCH RESULTS  

Rapid technological advancement has given rise to apprehensions regarding its potential for malicious 

and unlawful applications. Deploying AI is easier but granting it any degree of autonomy and 

information access has significant hazards that need to be taken into account (Durbin, 2020). AI 

vulnerabilities related to its potential for misuse and malicious exploitation (Spyropoulos, 2024). AI has 

the potential to be misused in various domains such as terrorism, cybersecurity threats, the operation of 

drones, the development of lethal autonomous weapons, the creation of deceptive ‘social media bots,’ 

and other areas with harmful implications (Brundage et al., 2018). 
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4. NATURE OF UNLAWFUL ACTIVITIES USING ARTIFICIAL INTELLIGENCE (AI) 

The consensus is that AI has evolved in four stages: reactive machines, memory limitations, the notion 

of mind, and self-awareness (Google, n.d.). This multiphase development of AI indicates that the current 

phase of AI doesn’t pose any crime threat until humans drive it for the wrong purpose. Without out 

involvement of humans, AI-generated crime is only possible when AI self-aware and based on Google’s 

classification it is 4th phase of AI development, Caldwell et al. (2020) define it as defeat to AI and 

Gemmo (2023) classified as Artificial Super Intelligence (ASI) (See Figure 1). Bostrom predicts AI will 

pose a severe danger to humans within 60 years. This forecast is supported by projections that AI-human 

thought similarity will rise from 10% in 2022 to 40-50% by 2040, becoming virtually indistinguishable 

95% by 2075. While Artificial Superintelligence (ASI) is defined as an intellect that surpasses all human 

cognitive abilities (Bostrom), current legal frameworks require a human to be held accountable for its 

actions, as it is traditionally believed that only humans can commit crimes (Claussén, 2017). The current 

stage of AI is a threat to commit crime by using it. It is feasible to identify criminogenic components of 

AI misuse by looking into AI applications. The current limited memory constraint phase of AI works 

through systems created to carry out a specific purpose. The study of Claussén (2017) also states that 

these instances will be cited as examples in the de lege lata analysis: bots, drones and autonomous cars, 

high-frequency trading AI, AWS and military robotics, and AI in health and medical services.  

Based on human involvement, AI-related crime falls into three overlapping categories: crimes with 

AI, where AI is used as a tool for an offense; crimes against AI, which target AI systems directly; and 

crimes by AI, referring to illicit acts carried out autonomously by AI entities (Hayward and Maas, 2020). 

These are not three distinct areas; they significantly overlap (Spyropoulos, 2024). According to Yamin 

et al. (2021), current AI development is at the narrow AI stage, requiring human supervision for single 

tasks, while the anticipated general AI is expected to handle multiple tasks concurrently, posing 

significant potential for military and criminal applications. Figure 1 shows, when an AI system behaves 

erratically or produces unanticipated outcomes, it may unintentionally hurt things in ways that its 

creators had not intended, as in the case of AI application failures (Baker, 2023). IBM revealed in the 

summer of 2018 that Watson Health, its medical AI, which was used in 230 hospitals around the world 

to treat 84,000 patients with 13 different forms of cancer, was prone to medical mistakes (Bikeev et al., 

2019). AI-related damages can be categorized across a temporal spectrum, ranging from occurred harms, 

like the fatal 2018 Uber self-driving car crash, to potential harms, which are plausible future threats 

illustrated by technologies like deepfakes (Baker, 2023).  

Incompetence, carelessness in the design of the system, carelessness in the testing and quality control 

of the system, and a failure to disclose system problems and defects to the public when they were 

apparent (Sibai, 2020b). For instance, An AI mistake in the illness diagnostic programme that results in 

an inaccurate diagnosis may cause the patient to receive the wrong therapy, thereby compromising his 

health (Bikeev et al., 2019). The intention to harm, which is a foundational element of crime and the key 

concern of this study, can be demonstrated through various means and categorized as either specific or 

general intent (See Figure 1). The term ‘specific intent’ refers to the intention behind a person's actions 

(Matchin, 2016). AI has the potential to engage in criminal activities by predicting and exploiting real-

world targets' behaviours. This could include traditional crimes such as theft, extortion, intimidation, 

and terrorism, facilitated by AI's capabilities in predicting, planning, and executing actions (Caldwell et 

al., 2020). Based on human participation, Sibai (2020b) creates a generic categorization of AI where the 

act of AI into other distinct categories when a person does intentional activities. 
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Source: Sibai, (2020b) 

 

5. SCOPE OF ARTIFICIAL INTELLIGENCE (AI) IN CRIMINAL ACTIVITY 

Someone intended to inflict harm or achieve the outcome is not necessary for general intent offences 

(Matchin, 2016). Here AI creates more room to specific intent crime. Caldwell et al. (2020) categorized 

as ‘AI to commit crime’ based on the relationship between crime and AI. When there is a desire to 

commit the crime, further classes may be added in order to distinguish various crimes based on their 

seriousness and harm: the desire to cause damage, death, delay a reaction or reduce performance (Sibai, 

2020b). King et al. (2020) offered an alternative perspective on the challenges posed by AI security by 

referring to it as ‘AI crime.’ They classification of AI security risks based on the characteristics of 

humans: emergence, responsibility, observation, and psychology. Cybercriminals may now perpetrate 

unique cybercrimes that were thought to be impossible by applying AI methods. In this aspect two sorts 

of computer crimes are distinguished: computer-as-tool crime and computer-as-target crime (Jeong, 

2020) (See Figure 2). 

AI can be weaponized for criminal activities, such as automating social engineering attacks with 

phishing tweets that evade detection (Jeong, 2020). The majority of the danger nowadays comes from 

AI-enabled assaults or generative AI-generated phoney audio samples, films, photos, etc. (Zvelo, 2023). 

According to Rob (2016), Yisroel et al. (2019), and Nicolas et al. (2017) for the AI classification models 

to be used as intended, security is a significant concern. They found that AI models are essentially 

vulnerable to three different kinds of attacks: poisoning, stealing, and evasion. 

 

 

Involvement of Human in Crime using AI 

Rationality of the act Super intelligence AI, it able 

to take decision or self-aware 

AI 

No Yes 

Specific Intent General Intent Third Party Negligence or Error 

With Intention Without Intention 

Figure 1: General Classification of Crime Using AI  
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Figure 2: Scope of Crime Using AI  

Above all, AI has the potential to be a powerful instrument for unlawful criminal usage by creating 

new dangers or altering the basic characteristics of current ones (Brundage et al., 2018). Jeong (2020) in 

their study uses the term ‘foreseeable AI as tool crime’ to determine the dual use of AI. Technologies 

that can be used for both good and bad are said to have dual uses. Because AI is built on digital 

infrastructure, it can be used illegally and endanger physical criminal instruments as well as 

cybersecurity. While AI can improve security and reduce crime, it also has the potential to be used by 

unlawful individuals who could use its predictive powers to find and take advantage of weaknesses in 

actual targets. (Caldwell et al., 2020). Criminals’ use of generative AI creates a whole new range of 

possible risks for the safe world. The emergence of hostile generative AI technologies might lead to 

several grave hazards, such as decreased entry barriers, automated attacks, escaping detection, scale 

phishing, and sophisticated phishing (KI, 2023). For instance, steganography is the process of concealing 

data such that it is difficult to find or identify; by making the data appear different, attackers can use it 

to exfiltrate or penetrate data (Zvelo, 2023).  

 

5.1. Involvement of Artificial Intelligence (AI) in Cybercrime 

AI is used to improve methods or as facilitator for committing classic cybercrimes including 

cyberterrorism, cyber extortion, and financial fraud, among others (Jeong, 2020; Spyropoulos, 2024) 

(See Figure 3). Brundage et al. (2018) carried out an extensive analysis of the illicit uses of AI. They 

talked about three major changes in the risk environment: the appearance of new threats, the growth of 

already-existing dangers, and changes to the usual traits of these threats. 
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Attack Paradigm Attack Type Attack Impact 

Figure 3: AI-powered Cyber-crime and Classical Cyber-crime (  

 

 

Source: Yamin et al., (2021) 
 

Cyberattack techniques that go beyond the norm include spear-phishing, phishing, denial-of-service 

(DoS), distributed denial-of-service (DDoS), malware, jammer, eavesdropping, man-in-the-middle 

(MitM), phishing, and cross-site scripting (XSS). Three basic categories of AI-powered hacks are 

presented: data synthesis, data analysis, and data misclassification. AI algorithms utilized in AI-driven 

cyberattacks, as well as pertinent defence tactics and attack scenarios from current/future attacks (Yamin 

et al., 2021) (See Figure 3). AI is being utilized to enhance techniques for committing traditional 

cybercrimes, such as financial fraud, cyberterrorism, and cyber extortion (Jeong, 2020). 

 

5.1.1. Automated Fraud and Social Engineering 

A rising source of worry is the use of AI in social engineering and fraud strategies. AI chatbots and 

speech synthesis technologies may mimic human interactions to trick people (Brown and Williams, 

2018). This blurring of the distinctions between information produced by humans and AI may make 

people more vulnerable to financial scams and other fraudulent activities (Feng et al., 2021). Such 

activities blur the line between genuine interactions and unlawful intent. Cybercriminals are able to 

construct sophisticated manipulation strategies to increases their chances of success and profits (See 

Figure 4) which are carried out in many ways employing a variety of AI approaches (Blauth et al., 2022). 

Generative AI programmes have the potential to generate papers such as bank statements, accounting 

records, board minutes, and other evidence-related materials more authentically and with less effort than 

traditional forgery approaches (Stevens, 2023). 
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Figure 4: Unlawful use of AI 

 

 

Source: Blauth et al., (2022) 

5.1.2. Deception and Phishing  

Phishing is a type of social engineering attack commonly employed to obtain users’ data like login 

credentials. This occurs when an attacker, pretending to be a trustworthy entity, deceives a victim into 

opening an email, or text message and the recipient is manipulated into clicking on a malicious link, 

potentially leading to the installation of malware, a ransomware attack causing system lockdown, or the 

compromise of sensitive information (McKeever, 2020) (See Figure 5). Producing phishing versions 

that are very convincing and targeted is made simple by AI. Because there is a wealth of publicly 

accessible information about possible targets, fraudsters may create and execute automated assaults 

(Roller, 2023). 

Common phishing AI phishing approaches are Bulk (AI-generated untargeted email), Spare (Use AI 

to do background checks on a person in order to generate customized messages), Whaling (Use AI data 

analysis to target well-known people), Pharming (AI facilitates the creation of mirror websites that 

mimic the genuine website) (Rushton, 2023). Vishing involves scammers making fraudulent calls or 

voicemails, often using prerecorded messages or VoIP calls to deceive and manipulate potential victims 

(Cahill, 2022).  

Social bots may attempt to gain entry to a website, enabling criminals to take command of the victim's 

computer. ‘CyberLover’ was one of the first reported hacks to exploit AI technology. In order to trick 

chat room members into disclosing personal information or clicking on bogus links, it was published in 

2007 (Blauth et al., 2022). Globally, 37% of companies have been the target of a deepfake voice fraud 

effort. In 2019, the first-ever incidence of AI-facilitated fraud was disclosed, in which con artists utilized 

a voice clip of an energy group CEO produced by AI to instruct the CEO of the company’s UK division 

to release EUR 230,000 to a fake Hungarian supplier (Stevens, 2023). According to Bahnsen et al., 

(2018) paper on ‘DeepPhish’ AI, systems may automatically pick up on and merge characteristics (such 

as fake URLs) from previous phishing attempts, evading spam filters and increasing success rates 

(Hayward and Maas, 2020). An unlawful AI tool published in July 2023 named ‘WormGPT’ leverages 

conversational abilities to support phishing attempts (Kl, 2023). The Federal Trade Commission received 

over 1.4 million reports of identity theft in 2021 (Cahill, 2022). 

AI Enable cyber attack

Social Engineering

Deception/Phishing

Manioulation

Misinformation & Fake 
News

Deepfake

Hacking

Malware

Repetative Task

https://doi.org/10.65826/JSAI.1.1.2026.49


doi.org/10.65826/JSAI.1.1.2026.49 
Vol. 01, Issue 01, pp. 140-162, 2026                              Journal of South Asian Issues (JSAI) 
  

148 

 

Figure 5: Process of Phishing Attack  

 

5.1.3. Data Nudging and Manipulation 

A behavioural science concept known as ‘nudging’ contends that people are frequently illogical and rely 

on their decisions on persuasion and priming. AI nudging involves using aspects of digital choice 

architecture to modify an individual's behaviour, essentially referring to any feature within the digital 

framework that provides a nudge for behavioural changes (Science, 2021) (See Figure 6). According to 

Johnson and Smith (2018), data nudging is a sneaky AI-driven strategy in which data is gently skewed 

to skew decision-making processes. This manipulation may take many different forms, such as changing 

recommendation algorithms, showing users just certain material, or gently nudging them in the direction 

of preset options. Since it frequently entails the gathering and use of private information without express 

authorization, unlawful data nudging can violate people's privacy (Thompson and Brown, 2019). AI 

algorithms may be used to influence user preferences, frequently without the subject's knowledge, and 

steer them towards particular goods, services, or information. AI-driven content creation systems have 

the capacity to quickly produce false information, disrupt public conversation, and sway public opinion 

(Miller et al., 2021).  

Figure 6: Process of Data Nudging by AI 
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It is possible to build a sizable bot ‘social bots’ army to support operations that have malevolent 

intentions; election results and public opinion may be influenced by bots, for instance pro-government 

themes were disseminated by Venezuelan official media channels using AI-generated movies featuring 

news presenters (Blauth et al., 2022). Governments continued to employ antiquated strategies in addition 

to generative AI capabilities. In India, the government of Narendra Modi directed Twitter and YouTube 

to impose access restrictions on a documentary regarding violence that occurred during Modi's time as 

Gujarat's chief minister using AI-based moderation technologies.  In 2023, at least 47 governments used 

pundits to disseminate misinformation. Last year, websites promoting political, social, and religious 

expression were restricted by 41 nations (Ryan-Mosley, 2023).  

 

5.1.4. Misinformation and Fake News 

Distinguishing between genuine and artificially generated information has become more challenging 

with the inclusion of AI. Many individuals express concerns about the potential trajectory of this 

technology and its varied applications (Dunne, 2023). Purposefully misleading information may have 

devastating effects, particularly during uncertain periods like political events like elections, pandemics, 

or endemics. AI systems have the potential to facilitate the production and dissemination of such 

information, endangering democratic processes and society at large, if not democracy itself (Blauth et 

al., 2022). 

Social media users in the US have been sharing AI-manipulated photos and videos of political figures. 

Examples include a picture of Donald Trump embracing Anthony Fauci and a video showing President 

Biden making remarks that were transphobic (Ryan-Mosley, 2023). The northern neighbours of America 

are concerned that AI would exacerbate an already dire situation. Among the 29 nations, Canadians are 

the most concerned; 64% of them believe AI would exacerbate disinformation, compared to 56% of 

Americans who share this fear. The majority of people worldwide (varying from 64% in Germany to 

89% in Indonesia) believe artificial intelligence would exacerbate disinformation. AI is making it 

simpler to produce extremely realistic false news (Dunne, 2023). 

 

5.1.5. Deepfake and Forgery  

This deepfake technology, which employs AI to edit or create realistic-looking movies, may be used for 

nefarious objectives, such as disseminating false information, falsifying proof, or impersonating 

someone (Liu and Smith, 2019). It is difficult to distinguish between genuine and fake content since AI 

algorithms can quickly produce news articles, photos, and videos that appear realistic (Miller et al., 

2021). AI may be used in the production of such hyper-realistic media to represent a human talking or 

acting in ways that are not true. According to deepfake pioneer Hoa Li, “deepfake development could 

spiral out of control” (Westerlund, 2019). These images and videos pose a concern since they might be 

created for a number of evil purposes, such as bullying, revenge porn, extortion, propaganda, and 

disinformation (Blauth et al., 2022). 

The prevalence of deepfakes in India demonstrates just how bad the issue is among the BRICS nations 

(Bazarkina and Pashentsev, 2020). Deepfake technology's growth jeopardizes trust in media and 

democracy. ‘DeepMasterPrints’ are synthetic and ‘imaginary fingerprints’ designed to serve as a 

universal key for biometric identification systems, as outlined by Bontrager et al. (2017). With the use 

of datasets containing stolen passwords, ‘PassGAN’ was trained to provide high-quality password 

guesses by learning to produce plausible options for human passwords. In 2017, Hitaj et al. reported that 

this approach matched 51%–73% more passwords than current state-of-the-art techniques like ‘HashCat’ 

(Hayward and Maas, 2020). 
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Figure 7: Expansion of Deepfake Video Generation 

 

 

 

 

 

 

 

 

 

 

 

An investigation by the BBC alongside Octavia Sheepshanks revealed that Paterno accounts were 

selling AI-generated, lifelike, offensive images of children at different prices depending on the desired 

content. A Paterno user mentioned, "I train my girls on my PC" referring to them displaying a sense of 

‘submission’ (Smith, 2023). A 2019 study by ‘Deeptrace AI’, now Sensity AI, disclosed that 96% of 

14,678 deepfake videos were non-consensual pornography. By December 2020, the number surged to 

over 85,000, with a doubling trend every six months (Crane, 2023) (See Figure 7). 

 Deepfakes are destroying political discourse and casting doubt on recorded video's seeming 

neutrality in contentious situations. Some deepfake effects on political issues include increasing political 

turmoil in Gabon; a sexual scandal in Malaysia; and Nancy Pelosi; and Jim Acosta manipulating body 

movement. There has been unlawful use of deepfakes in India in the past. The art team ‘Brandalism’ 

created the project ‘Spectre,’ which features many deepfake films of well-known public personalities 

(Ajder et al., 2019). 

Figure 8: Demographic Analysis of AI Deepfake Videos 
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The total amount of deepfake videos on the internet is 14,678, with 96% of those films featuring 

sexual material and 4% not (Ajder et al., 2019). India accounted for 3% of the websites hosting deepfake 

pornographic movies in 2019.  Using data from the top 5 deepfake pornographic websites and the top 

14 deepfake YouTube channels that include non-pornographic deepfakes, Ajder et al. (2019) examined 

the gender, nationality, and occupation of people in deepfake photographs (See Figure 8). 

An enormous number of text-to-speech and speech synthesis systems that can mimic human voices 

rely heavily on AI. Scammers use these fake audio and video clips to prey on people who might not be 

aware of how modern technology can generate deceptive speech and video content (Roller, 2023). The 

UK energy company in question was the target of a fraudulent attack in March 2019 that used fake 

speech sounds, according to a statement released by the French insurance company Euler Hermes; 

Consequently, the subsequent CEO transferred $243,000 to an illegitimate account (Ajder et al., 2019). 

 

5.1.6. Artificial Intelligence (AI)-Driven Cyberattacks and Hacking  

The application of AI in hacking and cyberattacks is one major area of concern. Hackers can create more 

complex and focused attacks by using AI algorithms to automatically identify security holes in computer 

systems (Smith, 2020). Adversarial attacks have also been noted as a developing concern, in which AI 

systems are tricked into generating false predictions (Jones et al., 2019). The application of AI might 

facilitate the quick adaption of attack strategies, making it difficult for conventional security measures 

to stay up to date (Baker et al., 2018). Shortly after 'WormGPT' was released on the dark web, 

'FraudGPT', a destructive generative AI tool designed with evil purpose, did as well (Kl, 2023). The 

combination of state-of-the-art AI technology is increasingly being used in conjunction with more 

traditional tools, like USB devices, to launch powerful attacks. Furthermore, the first few months of 

2023 have seen a noticeable rise in ransomware attacks, which has attracted new ransomware factions 

(Mascellino, 2023).  

 

5.1.7. Repetitive Task  

Machine learning techniques, natural language processing, and automation are frequently utilized by AI-

generated harmful repetitive jobs to execute repeated operations on a large scale. Reinforcement learning 

and generative adversarial networks are two techniques that make it possible to create AI agents that 

may act unlawfully on their own (Wang et al., 2022). The event involving the corporation Ticketmaster 

is one instance. AI methods were used to get around ‘Captcha’, allowing thousands of tickets to be 

bought and then resold for a profit. The bots used by the attackers went into operation and monitored 

ticket websites. Fraudsters and hackers made $150,000 in earnings (Zetter, 2010). It is also important to 

take into account worries regarding further hacking-related crimes, such as password cracking. Brute 

force assaults are one method of password cracking; however, they may be resource and time-expensive. 

Nonetheless, it has been shown that AI-based brute-force assaults are much more successful than non-

AI-based ones (Trieu, 2018). 

 

5.1.8. Malware 

Malware driven by AI would effectively think for itself, adapting to its surroundings to avoid discovery 

and acting appropriately without human involvement (Zvelo, 2023). AI malware may be used for a 

number of things, such as collecting confidential information, breaking into networks without 

authorization, infecting other computers, and even carrying out cyberattacks on its own (Armin, 2023). 

Concerns at the moment centre on the potential application of AI technology to produce malware that is 
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more potent and challenging to detect (Ciancaglini et al., 2020). Generative AI technology possesses the 

ability to rapidly and effortlessly produce unlawful software code. This enables threat actors to release 

a barrage of harmful software onto unsuspecting targets, potentially catching those whose cybersecurity 

defences lack advanced capabilities for detecting (Roller, 2023). 

Notable examples of AI malware are ‘Stuxnet’, ‘DeepLocker’, ‘Mylobot’, ‘Mirai’, and ‘Emotet’; 

each has a unique attack strategy based on advancements in technology (Armin, 2023). In 2017, at the 

Black Hat USA event, a group of 17 researchers showcased the application of ML methods for the 

examination of email compromise attacks and AI can also improve conventional hacking approaches. 

‘DeepHack’ is an open-source AI tool that was introduced by Dan Petro and Ben Morris. Its objectives 

include automating the process of web-based database infiltration and performing online penetration 

testing without the need for any prior knowledge about the target system (Ciancaglini et al., 2020). 

Malware with AI enhancements have the ability to spread to several systems undetected. Furthermore, 

states are not the only entities with the ability to create systems like ‘DeepLocker’; private and public 

entities can also work on the creation of such dangerous malware and the utilization of AI in malware 

will enhance the ability of cyberattacks to operate autonomously (Baker et al., 2018). ‘FraudGPT’ 

appears to be modelled after previous unlawful AI models that have appeared on the dark web and 

‘CrimGPT’ creates content about hacking, carding, scamming, and other related topics using the GPT-

3 API (Kl, 2023). 

 

5.2 Physical Crime and Unlawful Use of Artificial Intelligence (AI) 

Because AI is being used so widely, there is a threat to cybersecurity that goes beyond cyberspace. AI-

generated crime is not limited to cybercrime; it has an impact on physical or real-world crime.  An 

attacker can use AI manipulation to launch a physical assault. Recent developments in AI have given 

thieves access to resources beyond conventional approaches. Drones powered by artificial intelligence 

and fitted with surveillance features, for example, can be used for reconnaissance while organizing 

illegal actions (Wang et al., 2022). Furthermore, the use of AI systems to maximize escape routes from 

law enforcement is growing. The perpetrator might execute a message injection attack to take down the 

electronic control unit by taking advantage of the vulnerability. Due to the potential for significant 

physical space damage, the employment of swarm technologies in cyberattacks poses a severe hazard 

(Jeong, 2020). 

 

5.2.1 Artificial Intelligence (AI) arms race and Autonomous weapon System (AWS) 

AI systems that are built to choose (i.e., find or identify) and engage (i.e., employ force against) targets 

without requiring human intervention or control once activated are known as autonomous weapon 

systems, or AWS (Baker et al., 2018). The development and weaponization of AI may result in baleful. 

The researchers emphasized the cautions about an approaching AI weapons race made by the late Dr. 

Stephen Hawking and Henry Kissinger (Yamin et al., 2021). While the spending on military AI falls 

short of constituting an ‘arms race,’ numerous countries are engaged in a precarious security competition 

regarding the implementation of military AI. Instead of a narrowly defined ‘arms race,’ the situation 

governments face in AI competition is better described as a security dilemma an overarching competitive 

dynamic among states (Scharre, 2021). Security dilemmas may not cause physical crime, still create 

vulnerabilities for others.  

Military AI has also been developed for military uses; it is naturally designed to attack physical 

things. Military AI can be used to damage people outside of military contexts, even though it is meant 

for the greater benefit. Drone swarms are a prime example of this (Jeong, 2020). In complicated contexts, 

AWS has not been able to reliably discriminate between civilians and fighters (Salmanowitz, 2018). 
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Worse than predicted results might result from the weaponization of AI. The inability of rival teams to 

exchange knowledge about AI control is another way that AI arms races can endanger AI safety, 

according to Nick Bostrom (2014) (Tomasik, 2013). Fleischman (2015) and Kahn (2002) highlighted 

the resultant asymmetry in technological capabilities, particularly in AI-driven weapon systems, disrupts 

the ethical balance of combat risks (Huelss, 2021). The Microsoft bot ‘Tay’, which has displayed racist 

and sexist inclinations when given bad material, serves as evidence that the weaponization of AI in 

cyberspace is perilous. AI may have disastrous results if it is equipped with nuclear or other weapons 

and given unlawful data (Yamin et al., 2021). 

 

6. CAUSAL EXPLANATION OF CRIME USING AI AS TOOL CRIME 

Repressed criminal tendencies may surface in cyberspace, where identity flexibility, anonymity, and 

weak deterrence enable offenders, and its dynamic nature aids the escape of offenders (Jaishankar, 2007). 

Technology, including computers, communication networks, and other innovations, is altering crime in 

two keyways. Firstly, there is a growing diversity of computer-related crimes. Secondly, technology is 

modifying the methods by which certain traditional crimes are now carried out (Black et al., 2018). AI 

has fuel in generating new dimensions of crime and opportunity. Automated analysis, deepfake, and 

repetitive tasks are diverse new dimensions of unlawful use of AI which creates new opportunities to 

commit crime. When offenders have found new dimensions of crime with more advanced technology 

leads to a criminogenic shift to AI-based crime. However unlawful use of AI is not limited to creating 

new opportunities but also enhancing existing ways of committing crime. 

 

7. UNLAWFUL USE OF ARTIFICIAL INTELLIGENCE (AI) AND VULNERABILITIES IN 
BANGLADESH 

Bangladesh, with a population of 160 million, relies heavily on agriculture and has experienced the 

integration of recently developed technologies across various sectors. Terms such as AI, IoT, Big Data, 

Blockchain, and others have become widely recognized, especially in sectors like services, 

transportation, education, agriculture, health, and environment. The rise of AI as a leading technology 

brings with it the prospect of both favourable and unfavourable effects in Bangladesh (The Business 

Standard, 2020).  

Given that just 76% of Bangladeshis are media literate generally, AI-generated content puts those at 

far higher risk who don't even know the basics of media. Political gain may be achieved through the 

immense potential of deepfake technology (Mohammad, 2023). According to data gathered by a major 

international mobile phone operator, 49% of Bangladeshi kids had been victims of cyberbullying. 

Cyberbullying accounted for 52.21% of all online offences reported in 2022, according to the research. 

It has reached entirely new heights with the advent of AI. A little girl was the victim of a wicked deed 

where her face was altered into a naked video in a recent event that rocked the internet. This led to a 

flurry of hostile comments, accusations, and harassment on numerous social media platforms (Orne, 

2023).  

All user-provided data, including sensitive data and customer information, may be accessed by AI 

chatbot. According to OpenAI's support website, OpenAI does not guarantee the confidentiality or 

security of any data. Attackers can exploit a vulnerability in chatbots to spread viruses or malware 

through users to an organization's network. Attackers can steal confidential information from employees 

by hacking into one of their accounts or impersonating an AI tool. The use of chatbot unregulated 

medium reduces the accountability and transparency of an organization. Chatbots, such as ChatGPT, 

offer significant potential to assist in the education sector. However, the misuse of ChatGPT could pose 

risks to innovation, transparency, accuracy, and reliability. Mandate the use of plagiarism detection 
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software by the University Grants Commission (UGC) and all education boards. Implement additional 

measures to curb the copying of text from AI-generated content (Taiyeb, 2023). 

Legal progress lags behind technological advancements, allowing technology to outpace regulations. 

Despite the existence of data protection regulations in Bangladesh, they might not offer the necessary 

level of safeguarding demanded in the era of AI and big data.  (Khan, 2023). In the 2015 Kaspersky 

Security Bulletin, Bangladesh ranked second in terms of infection levels globally, with 69.55% of unique 

users facing a high risk of local virus infection. Additionally, Trend Micro Global Spam Map reported 

that 80% of users in Bangladesh fell victim to spam attacks (Team, n.d.).   

The emergence of AI in Bangladesh brings with it both security risks and revolutionary prospects. 

Threats include the possibility of malware with AI enhancements and cybersecurity flaws that result in 

data leaks. The credibility of the media and public opinion are at peril from deepfakes and AI-driven 

misinformation operations. Unlawful software becomes more elusive when AI is used to create it, 

making detection more challenging (See Table 1). AI software that may be used for unlawful purposes 

in Bangladesh. 

 

Table 1: Malicious AI tools and unlawful uses 

Crime using AI Tool Uses purpose 

Deepfake 
DeeepFaceLab Realistic face swap 

Genom Video and voice customization 

Credential Fraud XXXGPT 
Keylogger 

ATM malware kit 

Malware 

FraudGPT 
Undetectable malware 

Phishing page 

DarkBART 
Create and spread malware 

Malicious alternative of BARD 

Phishing WolfGPT 

Phishing attack 

Malicious content 

Cryptographic malware 

Misinformation PoisonGPT Spread fake information 

Source: Authors, 2025 

 

8. INITIATIVES FOR PREVENTING CRIME USING ARTIFICIAL INTELLIGENCE (AI) 

A conscious, suitably complex AI meriting moral concern and protection (Spyropoulos, 2024). 

Nonetheless, additional control and monitoring are required since human beings are the only ones 

capable of understanding information in its context (Blauth et al., 2022). Three ways broadly referred to 

as the 3R: Robustness, responsiveness, and Resilience, AI may reduce the rate of cybercrime and attacks 

as well as the corresponding costs to cybersecurity through threat detection, enhanced incident response, 

predictive analytics, security automation, advanced risk assessment etc. (Taddeo et al., 2019). The 

implementation of 3R can be achieved through various initiatives and policies. 
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8.1 Ethical consideration 

The ethical and moral creation, advancement, and implementation of autonomous and intelligent systems 

(Spyropoulos, 2024) should adhere to fundamental principles: proficiency, respect for human rights, 

promotion of well-being, recognition of data agency, efficiency, transparency, accountability, and 

vigilance against misuse (IEEE SA, 2023). Google's AI Principles emphasize a commitment to focus on 

social good, avoiding injustice and bias, prioritizing people's safety, being accountable, respecting 

privacy, upholding high standards, and pursuing scientific excellence. In addition to these goals, Google 

pledges not to develop or use AI in domains involving a substantial risk of harm, weapons, and conflicts 

with recognized human rights and international legal conventions. (Google AI, n.d.). Microsoft outlined 

six criteria that are justice, privacy and security, accountability, transparency, and dependability and 

safety (Microsoft, n.d.). 

The first national-level soft legislation on AI ethics was written by J. J. Bryson and is titled Principles 

of Robotics.  The five guiding principles are that robots and AI shouldn't be made into weapons, that 

they should be safe and secure, that they shouldn't be used to exploit weak users, that they should be 

designed and operated in accordance with current laws, including privacy laws, and that it should be 

possible to identify the person(s) in charge of any robot or AI (Bryson, 2019). Multiple organizations set 

out ethical principles for AI and these principles overlap each other. Sibai (2020b) identified the most 

repeated and overlapped ethical principles and framework on what should be done and what should not 

(See Figure 9). 

Figure 9: Most Repeated Principles in Ethical Frameworks and Principles 

 

 

 

 

 

 

 

 

 

 

8.2 Policy and regulation 

Framework/Approach/Policy for Advanced Technologies (Big Data, Machine Learning, Artificial 

Intelligence, Blockchain, IoT, etc.) should develop (Bangladesh Cyber Security Strategy, 2021). To 

regulate AI and unlawful use, Abbott (2000) and Guzman (2010) contrasted the mild and strong 

legalizations. Rules requiring flexibility and dealing with high imprecision, such as not fully 

understanding the level of usability or possible damage caused by running a particular AI technology, 

system, or product containing AI content at the moment the AI system is engaged, can be designed as 

soft rules. Certain regulations that are gentle at first can eventually become rigid when necessary (Sibai, 

2020b). Bangladesh's government should focus on creating a regulatory framework that guarantees 

transparency and accountability in AI systems (Khan, 2023).  Microsoft is proposing the creation of a 

robust legal and regulatory framework for AI which aims to foster government-led AI safety (Microsoft, 

n.d.). 
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Arkin (2008) emphasizes that in order to prevent AI-powered weapons from being used 

indiscriminately, there must be explicit legal guidelines. Two concerns about the law of armed conflict 

(LOAC) come up while evaluating the legality of AWS. LOAC outlines two essential conditions. To 

begin with, the weapon cannot be ‘indiscriminate by nature’ and ‘weapons that are naturally inclined to 

cause superfluous injury or unnecessary suffering’ are forbidden. Three main concepts are used by 

LOAC to assess whether particular uses of a weapon are permissible: distinction, proportionality, and 

precaution (Salmanowitz, 2018).  

 

8.3 Responsibilities and awareness 

The potential, constraints, and effects of AI's widespread use are required to know (Spyropoulos, 2024). 

Media literacy is not just a choice in this AI-era, but a necessary task to protect our democracy 

(Mohammad, 2023). According to William J. McGuire's notion of immunization, ‘prior exposure can 

help protect individuals against future threats. In their report, Brundage et al., (2018) conducted an 

analysis of a multi-level security domain and based on their examination of security vulnerabilities and 

the overall threat landscape, they proposed countermeasures as recommendations. Awareness among 

consumers, interventions by governments and researchers, technical cybersecurity defences, and factors 

influencing attackers, such as deterrence theory for Digital security; The regulatory framework mandates 

protective measures for hardware manufacturers, distributors, and software supply chains, ensuring 

government-prescribed physical defences for Physical security (See Figure 10). Widespread 

implementation of security measures and comprehensive interventions are essential to enhance 

discourse. Media platforms play a crucial and impartial role in preventing the spread of false news and 

misinformation, thereby ensuring political security. 

 

Figure 10: Governing AI 

 

 

 

  

 

 

 

 

 

 

8.4 Research and cooperation 

Conducting research and engaging in development activities are imperative when creating an innovative 

security system tailored for the financial industry and the IT governance sector and enhancing global 

collaboration is crucial for ensuring cybersecurity, as opposed to relying solely on local cooperation 

(Nafis, 2013). Allocate resources to invest in security solutions driven by AI, engage in partnerships and 

cooperation with the security community, and formulate a comprehensive security strategy (Wilson, 

2023). Collaboration among policymakers, researchers, and developers is essential to exchange 

information and ideas aimed at preventing the unlawful use of generative AI (Poulis, 2023). The 
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Bangladesh Cyber Security Strategy (2021-25) supports the four pillars of Digital Bangladesh: Digital 

Governance, Human Resource Development, IT Industry Promotion, and Citizen Connectivity. This 

initiative aims to enhance cybersecurity measures and safeguard against the unlawful use of AI in 

Bangladesh. 

 

9. DISCUSSION  

The findings of this study reveal that the unlawful use of AI is a global concern and its manifestation in 

Bangladesh has unique characteristics shaped by the sociocultural, political, and technological 

landscape. At the global level, AI misuse is primarily visible through some types of cybercrimes such as 

deepfakes, AI-generated disinformation, advanced malware, and automated phishing. These crimes 

exploit the complexity of AI systems and the growing dependency of societies on digital infrastructures. 

The weaponization of AI in autonomous weapon systems, the surge of generative AI in misinformation 

campaigns, and large-scale fraud the section on AI ethics and policy is a good start but could go further 

in proposing specific policy measures, technology solutions, or public initiatives. attempts indicate how 

technology increases existing threats and create new dimensions of crime. 

Bangladesh faces these threats in a more vulnerable environment, where digital literacy, regulatory 

frameworks, and cybersecurity remain relatively weak. Over half of the banks of this country are exposed 

to significant cyber risks. Incidents of cyberbullying and AI-enabled harassment show how social 

vulnerabilities connect with technological misuse. In Bangladesh the immediate manifestations of AI 

are more personal and socially disruptive, such as the weaponization of deepfakes for harassment and 

reputational harm. This suggests that while the global community vulnerable of macro-level risks, 

Bangladesh experiences the micro-level, human-cantered impacts of AI. 

Advanced economies have started formulating comprehensive AI ethical guidelines, regulatory 

policies, and cross-border collaborations to prevent and combat unlawful use. These measures are still 

evolving and often criticized for being reactive rather than proactive. In Bangladesh, however, legal and 

policy frameworks are significantly weak in the term of technological advancement. Initiatives like the 

Bangladesh Cyber Security Strategy (2021-25) exist. But the absence of AI-specific laws and limited 

institutional capacity creates a gap between technological adoption and regulation. These challenges 

indicate vulnerabilities, particularly in education, finance, and media sectors, where AI tools are quickly 

integrated without adequate safeguards. 

Comparatively, both Bangladesh and the world face challenges rooted in the dual-use nature of AI. 

Globally, AI misuse threatens systemic stability and international security. It threatens social cohesion, 

personal safety, and the credibility of institutions. While global discussions on AI often highlight the 

threat of autonomous weapons or large-scale disinformation campaigns, challenges of Bangladesh 

manifest in the manipulation of local political narratives, rising cyberbullying among youth, and 

vulnerabilities in financial system. Worldwide experiences of unlawful AI use are interconnected but 

asymmetrical. Global technological innovations set the stage for new forms of crime, while developing 

countries like Bangladesh become testing grounds. Because, in here, threats interact with fragile 

infrastructures and limited awareness. Addressing these issues requires not only international 

cooperation and regulation but also localized strategies that reflect national vulnerabilities. Bangladesh 

must prioritize digital literacy, proper cybersecurity infrastructures, and adaptive legal frameworks. 

Several countries are taking measures to tackle the issues and misuse of AI and other digital services. 

For a sustainable solution, the leaders over the world have to come together to develop a proper guideline 

and impose ethical rules and regulations. Creating a balance between innovation and prevention of 

modern technology should be given priority across the globe for a peaceful future. 
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10. CONCLUSION 

This paper offers a thorough analysis of AI misuse with a particular emphasis on the types of AI crimes 

and their detrimental impacts. The provided typology demonstrates the versatility and adaptability of AI 

in criminal endeavours by including a wide variety of destructive behaviours, from sophisticated cyber-

attacks to the development of fraudulent material. The negative consequences of AI crime are shown in 

the degradation of privacy as people are more susceptible to manipulation and unapproved access to 

their data. This might have catastrophic long-term consequences, such as the destabilization of 

international relations (Bazarkina and Pashentsev, 2020). It is imperative to stop these AI crimes and 

misuses; a legal framework for AI and ethical considerations may be helpful. The regulatory and legal 

perspective has highlighted the shortcomings in the present framework and the need for international 

cooperation and flexible legislative measures to effectively combat the transnational character of AI 

crime. Given that we find ourselves at the nexus of ethical duty and technical progress, it is critical that 

we take proactive steps to protect AI's beneficial effects while reducing the risks associated with its 

misuse. In this study, one major obstacle is the lack of thorough secondary data on AI crime in 

Bangladesh, which makes it difficult to apply research findings to the sociocultural and technical context 

of the area. According to the director of the UK government task force on the AI Foundation Model, 

experts' more study and analysis are still required for current AI systems. 

The misuse cases of AI in Bangladesh are increasing every day. As a developing country, proper use 

of AI can lead Bangladesh to the road of successful innovation. However, the opposite scenarios can be 

seen in every sector. Most of the people are using AI for corruption, crime, and other harmful purposes. 

Proper policies and regulations should be placed to maintain ethical use of AI in Bangladesh and around 

the world. 
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